JlokanbHBbIe HOPpMATHBHBIE aKTHI B cepe odecneyeHus1 HHPOPMALMOHHOM

0e30IacHOCTH 00y4YarOIIUXCS

Ilegarormyeckum padbOTHUKAM
NMamaTka negaroram o6 o6ecnevyeHn MHPOpPMaLMOHHON 6e30NacHOCTU aeTen

1. MNMoBbIWanTe cBOM COBCTBEHHbIV YPOBEHb MNONb30BAHNSA KOMMNbIOTEPOM N IHTEPHETOM ANns TOro,
4yTO6bI ObITb aBTOPUTETOM, COBETUYMKOM AJ151 CBOMX YYEHWNKOB.

2. MNpoBoauTe pasnmyHbie MeponpusaTUs (KnaccHble Yachkl, 6ecefbl), Ha KOTOPbIX pacckasbliBanTe O
SIBNeHnn VIHTepHeT-3aBMCMMOCTH, ee Npu3Hakax U cnocoboB NpeoaoneHus.

3. PacckasbiBanTe oby4arowmmca o npasunax nosegeHuns B Cetn, n ux nMYHOM peanbHOW, a He
BUPTyanbHOW OTBETCTBEHHOCTM.

4. Hayunte Kak npaBuibHO cebsi BECTU NpW CTOSIKHOBEHMN C HapyLLUEHNEM 3aKkoHa Bo BcemupHom
nayTuHe.

5. MNpuyyanTte cobnogaTb NOAPOCTKOB aBTOPCKME NpaBa, U 06a3aTenNbHO pacckaxute 06
OTBETCTBEHHOCTU 3a MUX HapyLUeHune.

6. NposBnanTe NHTEPEC K «BUPTYaNibHOM» XMU3HU CBOUX YY4EHMKOB, U NP HEOBXOANMOCTH
coobwuTe poanTensam o npobnemax nx geTen.

7. HayunTe y4eHMKOB BHUMATESIbHO OTHOCUTBLCS K MHbopMaLmun, nonydaemon us MIHTepHeTa, ux
oTnn4YaTh NpaBgy OT JIKN.

8. CtapanTech 60onbLUe NPOBOAUTbL MHTEPECHBIX MEPOMPUATUIN B pearnibHON XM3HU (MoceLLeHne
TeaTpoB, My3€€eB, y4acTue B Urpax, COpeBHOBAHUAX) AN TOro, YTOObI MOKa3aTb y4eHUKaMm, YTo
OHa HaMHOro UHTEpPECHEE BUPTyasibHOMN.

9. HactamBanTe Ha noceLleHnn NpoBepPEHHbIX CanToB.

10. B cny4yae BO3HUKHOBEHMA Npobriem, CBA3aHHbIX C VIHTEPHET 3aBUCMMOCTbIO obpallanTech K
ncuxonoram, B pasfinyHble cneumanu3mpoBaHHble LIEeHTPbI

MeToan4yeckue pekomeHgaumm Ha cante "EgmHbein ypok"



https://www.единыйурок.рф/index.php/proekty/metodicheskie-rekomendatsii-po-osnovam-informatsionnoj-bezopasnosti-dlya-obushchayushchikhsya-obshcheobrazovatelnykh-organizatsij-s-uchetom-informatsionnykh-potrebitelskikh-tekhnicheskikh-i-kommunikativnykh-aspektov-informatsionnoj-bezopasnosti?start=1

HopMmaruBHOE peryJiupoBaHue

degepanbHbin 3akoH 0T 29.12.2010 N 436-P3 (pea. or 01.05.2019) "O 3awmTe aeten ot
MHOpMaUUK, NPUYNHAIOLLEN Bpes UX 300POBbLI0 U pasBuTuO" (C N3M. U AoN., BCTYM. B CUNY
¢ 29.10.2019).

Mucbmo MuHuctepcTBa obpasoBaHus 1 Haykm Poccuinckon Pegepauum ot 14 mas 2018 r.
N 08-1184 «MeToauyeckne pekomeHaaumMm o pasmeLleHnn Ha MHPOPMAaLMOHHbLIX CTEHAAX,
odmumanbHbIX IHTepHeT-canTax u Apyrnx MH(OpMaLMOHHBIX pecypcax
obLieobpasoBaTenbHbIX OpraHM3aLUnin 1 OpraHoB, OCYLLECTBNSAIOLMNX ynpasreHme B cepe
obpasoBaHus, MHpopMauumn o 6e3onacHoM NOBEAEHUN U UCMONb30BAHUN CETU UHTEPHET»
NMncbmo Munnpocselenusa Poccun ot 07.06.2019 N 04-474 "O meTogmn4eckux
pekomeHaauuax" (Bmecte ¢ "MeTtogudeckumm pekomeHgaunsamMm no OrpaHNYeHnto B
obpasoBaTenbHbIX OpraHM3aunsax gocTyna oby4varoLmnxcsa K Bugam nHdopmauuu,
pacrnpocTpaHsaeMon nocpeacTBoM ceTun "VIHTepHeT", npudnHaoLWen spen 340p0BbI0 U (Unn)
pas3BUTUIO AETEN, a TaKkkKe He COOTBETCTBYHLLEN 3aaadam obpaszoBaHna")

Mnucbmo MuHo6pHaykm Poccum ot 28.04.2014 N [1J1-115/03 "O HanpaBneHun
METOANYECKNX MaTepuanoB Ans obecnevyeHns nMHpopmMaunoHHon 6e3onacHoCcT geTen npu
ncnonb3oBaHun pecypcos ceTn HTepHeT" (BMecTe ¢ "MeTogudeckummn pekomeHgaunsamm
Nno orpaHnYeHuto B obpasoBaTtenbHbIX OpraHM3aumsax 4ocTyna obyvarowmxcsa K Bugam

MHd OpMaLNnK, pacrnpocTpaHAeMon NOCpeacTBOM ceTn "MHTepHeT", npuymnHAoLWwen Bpes
3[0pOBbIO U (MNN) Pa3BUTUIO OeTeN, a TakKe He COOTBETCTBYIOLEN 3adadyam
obpasoBaHng", "PekomeHgaumnamMm no opraHnsaumm CUCTEMbI OrpaHUYeHns B
obpasoBaTenbHbIX OpraHM3aunax JocTyna oby4varoLwmnxcsa K Bugam nHpopmaumn,
pacrnpocTpaHsaeMon NocpeacTBOM CeTU MIHTEPHET, NPUYNHSAIOLWEN Bped 340P0BbI0 U (1MNk)
pas3BUTUIO JETEN, a Takke He COOTBETCTBYHLWEN 3aaadam obpa3oBaHng").

MeToanyeckne pekomeHaaLum no orpaHM4YeHmnto B obpasoBaTenbHbIX OpraHn3aumsax
goctyna oby4arLlnxca K Buaam nHopmaumm, pacnpocTpaHaeMon NocpeacTBOM CETU
"HTepHeT", NpnYnHAKLLEN Bped 300P0BbI0 U (M) pasBUTUIO AETEN, a TaKkKe He
cooTBeTCTBYHOUEN 3a4a4am obpa3oBaHunda(yTe. MUHuUcTepcTBOM NpocseLleHns PO,
MuHMCTEPCTBOM LIM(PPOBOro passBuTUs, CBA3M N MaCCOBbIX KOMMYHUKaUun PO,
depeparnbHon cnyxbbl N0 Hag30py B cdepe CBA3U, MHPOPMALIMOHHBIX TEXHONOMMN 1
MacCCOBbIX KOMMYHUKauun 16 masa 2019 r.)
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Oo0yuaromumcs

NAMATKA 0N OBYHAIOLLUXCA Ob WH®OPMALIMOHHON BE3OMACHOCTU
OETEMN

HENb34

1. Bcem nogpsia coobuaTb CBOK YaCTHYH MHGOpMauUMo (HacTodawme nvs, amunumio, tenedoH,
agpec, HOMep LLUKOMbI, a Takke hoTorpadmm CBOM, CBOEN CEMbU U OpYy3€ent);

2. OTKpbIBaTb BOXEHHbIE halsbl 3NEKTPOHHON MOYThI, KOr4a He 3Haellb OTNPaBUTENS;
3. [pybuTb, NpuanMpaThbCcsi, OkasbiBaTb AaBMNeHNe - BECTU cebs HEBEXITMBO U arpecCuBHO;

4. He pacnopspkanca geHbramm TBoern cembm 6€3 paspelueHms cTapLlumx - Bcerga cnpawimnsan
poauTeneu;

5. He BcTpeyvanca ¢ MHTepHET-3HAKOMbIMW B pearibHOM XNU3HW - MOCOBETYMNCS CO B3POCHIbIM,
KOTOpPOMY AoBepSeLlb.

OCTOPOXHO

1. He BCce nuwyT npaeay. Yntaews o cebe Henpaeay B VIHTepHeTe - coobLym 06 3ToM cBOUM
POAUTENSAM UIN OMeKyHaM;

2. MpvrnawatoT nepenncbiBaTbCs, Urpatb, 06MeHNBaTLCA - NPOBEPb, HET NN NOABOXA;
3. HesakoHHOe konupoBaHue annos B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBai B3pocibiM 0 npobsiemax B CeTU - OHM BCerga nomMoryT;

5. icnonb3yn HacTporikn 6€30nacHOCTM U NPUBATHOCTK, YTOObI HE NOTEPSATb CBOM aKKayHTbI B
couceTsx 1 Apyrux nopranax.

MOXHO

1. YBaxan gpyrux nosnb3oBaTenemn;

2. Nonb3ayewbca VIHTEPHET-UCTOYHUKOM - enan CChbIIKY Ha Hero;
3. OTKpbIBaW TONbKO TE CCbIKKN, B KOTOPLIX YBEPEH;

4. ObwaTtbCsi 3a NOMOLLIbIO B3POCTIbIM - POAMTENM, ONEKYHbl U aAMUHUCTPaLMSA calToB Bceraa
NMOMOryYT;

5. MNMponamn obyyeHne Ha canTe "CeTeBMYOK" U NOMy4M NacnopT UMdPOBOro rpaxgaHunHa!



NMHOOPMALUUOHHAA NAMATKA OJ1A OBYYAIOLLUXCA

C KaxkgblM rogom MOSIOAEXN B UHTEPHETE CTAHOBUTLCS OonMblUe, a LUKONbHUKN O4HM U3 CaMblX
aKTMBHbIX Nonb3oBatenen PyHeTa. Mexay TemM, TOMMMO OrpOMHOMO KONMYeCTBa BO3MOXHOCTEWN,
WHTEPHET HeceT 1 Npobnembl. ITa namsiTka 4OkKHA NomMoYb Tebe 6e30nacHoO HaxoauTbCs B CETU.

KoMnbOTEepHLIE BUPYCbI

KoMnbloTepHBI BUPYC - 3TO Pa3HOBMOHOCTb KOMMbIOTEPHBIX MPOrpaMm, OTIMYUTENbHON
0COBEHHOCTLIO KOTOPOW SIBNSIETCS CMOCOBGHOCTL K pa3MHOXEHUI0. B fononHeHne k aTomy, BUpPYChI
MOryT NOBPEANTb UM NOMHOCTLIO YHUUYTOXUTL BCe ddaiinbl U AaHHbIE, MOAKOHTPOSbHbIE
nonb3oBaTesnto, 0T MMEHM KOTOPOro Gbina 3anylleHa 3apaXeHHasi nporpamma, a Takke noBpeanTb
UNN Jaxe YHUYTOXUTb OnepaLMoHHY0 CUCTEMY CO BCceMu painamu B Lienom. B 6onblumHcTBe
Cry4yaeB pacnpoCTPaHSAOTCA BUPYChl YEPE3 UHTEPHET.

MeToAbl 3aLUnTbl OT BPEAOHOCHbLIX NPOrpamMm:

1. Mcnonb3yit coBpeMeHHble onepaLnoHHbIE CUCTEMbI, UMEILLNE Cepbe3HbIl YPOBEHb 3aLLUTLI OT
BPEAOHOCHbIX NpOrpamMm;

2. MNocTosiHHO ycTaHaBnNmMBam nNayvTu (LnpoBbie 3annaTku, KOTOPbiE aBTOMATUYECKN
yCTaHaBNMBAIOTCA C Lienbio JopaboTkm nporpaMmmel) n apyrine 0OHOBNEHNsI CBOEN onepaLoHHOM
cuctemMbl. CkaumBam X TOMNbKO ¢ odmumanbHoro canta paspabotumnka OC. Ecnu cywecTteyeT
peXnm aBToMaTU4eckoro 06HOBEHUS, BKINIOYM €r0;

3. Paborait Ha cBOeM KOMMboTepe Moz, npaBamu Nnonb3oBaTens, a He agMuHucTpaTopa. dTo He
NO3BOMUT BGOMbLUMHCTBY BPEAOHOCHBIX NPOrpamMmm MHCTaNIMpoBaTbCs Ha TBOEM NEePCoHanbLHOM
KOMMbOTEpPE;

4. /icnonb3yn aHTUBUPYCHbIE NPorpamMMHbIe MPOAYKTbl U3BECTHbLIX NMpoM3BoauTENen, C
aBTOMaTU4YECKUM OOHOBIIEeHMeM 0as;

5. OrpaHnyb unanyeckuin 4OCTyN K KOMNbIOTEPY AN NOCTOPOHHMX NNL;

6. Ncnonb3yi BHELLHWE HOocUTENM nHopMauuK, Takme kak dneLlka, Auck unu dann ns MHTepHeTa,
TONbKO U3 NPOBEPEHHbLIX UCTOYHUKOB;

7. He oTKpbIBan KoMnboTEPHbIE dhairnbl, MOMy4YeHHble U3 HEHAOEXHbIX UICTOYHUKOB. Jaxe Te
hannbl, KOTOpbIe NpUcnan TBOM 3HAKOMbIN. Jly4lle yTO4HM Y Hero, OTnpaBnsan nm oH Tebe unx.

Cetun WI-FI

Wi-Fi - 310 He BMA nepenayn gaHHbIX, HE TEXHONOrMS, a BCcero nuwb 6pena, mapka. Ewe B 1991
rogy HugepnaHgckasi KomnaHus sapermctpuposana 6peng "WECA", 4yto o6o3Havano
cnosocoyeTaHne "Wireless Fidelity", koTopbii nepesoguTcs kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHn gowrna gpyras abbpesunaTypa, KOTopas ABNAETCS TaKOM Xe TEXHONOrnen. 310
abbpeswnatypa "Wi-Fi". Takoe Ha3BaHne GbINO 4aHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOW
TexHukn Hi-Fi, 4To B NnepeBoge o3Ha4aeT "BblCOKasi TOYHOCTL".

[a, 6ecnnaTtHbIi MHTEPHET-4OCTYN B kKade, OTENsAX U a3ponopTax ABNAeTcs OTNIMYHON
BO3MOXHOCTbHIO BbIXO4a B MHTEPHET. HO MHOrMe akcnepThbl cuMTaloT, 4To obwenoctynHble Wi-Fi
CeTn He aBnsoTCca 6e3onacHbIMU.



CoBeTbl No 6e3onacHocTn paboTbl B 00LWeaocTynHbix cetax Wi-fi:

1. He nepepaBan cBOW Nu4Hyo nHgopmauuio vyepes obuenoctynHblie Wi-Fi cetn. PaboTas B HuX,
XenaTeribHO He BBOAUTb Naposiv A0CTyna, NOrmHbl U Kakne-To HoMepa;

2. Ncnonb3yn n 06HOBNAN aHTUBMPYCHbIE Nporpammel 1 6paHamayep. Tem cambiM Thbl
obe3onacuib cebst OT 3aKadky BUpyca Ha TBOE YCTPOMWCTBO;

3. MNpwu ncnonsaosaHum Wi-Fi otkntoun doyHkumio "O6wmn goctyn K dbannam v npuHtepam"”. [laHHas
PYHKLMS 3aKpbITa NO YMOYaHMIO, OOHAKO HEKOTOPbIE NOSib30BaTENN aKTUBMPYIOT ee Ansa yaobcTea

ncnonb3oBaHus B pabote unu yyebe;

4. He ncnonb3yin ny6nuyHein WI-FI gna nepeaayn nu4yHbIX aHHbIX, Hanpumep 45 BbIXxo4a B
coumnarnbHble CETU UMM B SNIEKTPOHHYIO MOYTY;

5. Micnonb3ayi TonbKo 3awmiieHHoe coegmHenune Yepes HTTPS, a He HTTP, 1.e. npn Habope Be6-
agpeca BBoan umeHHo "https://";

6. B Mo6unbHoM TenedoHe oTkntoum dyHkumio "MogkniodeHmne k Wi-Fi aBTomatmnyeckn”. He
Aornyckan aBToMaTMyecKkoro nogkntoyeHnsa yctponctaa k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CoumanbHble CeTV akTUBHO BXOAAT B HALLY XM3Hb, MHOTMe Nniogn paboTatoT 1 XUBYT TaM
NoCTOSAHHO, a B Facebook yxxe 3apernctpmpoBaH Munnnapm YenoBek, YTo ABNseTcsa 0gHOM
ceabMon Beex Xutenen nnaHetbl. MHOrne nonb3oBaTeny He MOHMMALOT, YTO MHdOpMaLUnS,
pa3MeLLeHHas MM B coLMarbHbIX CETSX, MOXET OblTb HangeHa 1 UCNonb3oBaHa KEM YrogHo, B TOM
yncrne He obsi3aTenbHO ¢ BnaruMm HaMmepeHNaMN.

OcHoBHbIE cOBETHLI N0 6€30NaCHOCTU B COLIMAITbHBIX CETSAX:

1. OrpaHnyb crnmcok apy3en. Y 1ebs B Apy3bsax He OOIKHO ObITb ClyYalHbIX U HE3HAKOMbIX NOAEN;

2. 3awumiian cBo YacTHYH XM3Hb. He ykasbiBarn naponu, TenedoHbl, agpeca, gaTy TBOero
POXAEHWS U APYTYHO NNYHYO MHPOPMaUUIO. 3N0YMbILLIIEHHMKU MOTYT MCNOMb30BaTh AaXe
WMHOPMALIMIO O TOM, KaK Tbl U TBOWM poaUTENM NraHMpyeTe NPOBECTU KaHUKYIbI;

3. 3awmwan ceor penyTauuio - ePXK ee B YACTOTe 1 3agaBan cebe Bonpoc: Xxoten Obl Tbl, YTOOLI
Apyrve nonb3oBaTenu BUOENN, YTO Tbl 3arpyxaewwb? Nogyman, npexae YeM 4To-To onybnnkoBaTs,
HanucaTb U1 3arpy3uTb;

4. Ecnu Tbl roBOpuLLb C NIOAbMU, KOTOPbIX HE 3HAELLb, HE UCMONb3YN CBOE peanbHOe UMS 1 APYryio
NNYHYIO MHpOPpMaLUMK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 NpPoYeE;

5. N3beran pasmelyeHusa dpotorpacum B UHTepHeTe, rae Tbl n3obpakeH Ha MECTHOCTU, NO KOTOPOK
MOXHO onpefenuTb TBOE MECTOMNONOXEHME;

6. Mpwn pernctpauunm B coumanbHON ceTU HEOBXOAMMO MCMOSb30BaThb COXHbIE NApOnn, COCTOSLLNE
13 ByKB 1 UUpP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. nga coumanbHON CeTH, NOYTbI N APYrMX CanToB HEOHXOAMMO UCNONb30BaTh pPasHblie Naposnu.
Torpga ecnu 1e65 B3NoMaroT, TO 3MIOYMbILUSIEHHUKM NOMyYaT AOCTYN TOMbKO K OQHOMY MECTY, a He
BO BCe cpaay.



ONEKTPOHHbIE AEHbLIN

3J'IGKTp0HHbIe OEHbI'N - 3TO OMEHb y,D,06HbIl7I cnocob nnaTexen, OHaKo CyLeCTBYHOT MOLUEHHUKH,
KOTOPbI€ XOTAT NMOJTy4UTb 3TN AE€HbIN.

OneKTPOHHbIE AeHbI NOSIBUNMUCL COBCEM HEL,ABHO M UMEHHO U3-3a 3TOr0 BO MHOMMX rocyaapcTeax
[10 CUX MOP HEe NPOMNMCaHO NPO HUX B 3aKOHAX.

B Poccuun xxe oHu d)yHKLI,I/lOHVIpyI'OT M O HUX yXKe NponncaHo B 3aKOHe, rae nx pa3gendarT Ha
HECKONbKO BNOOB - aHOHMMHbIE U HE aHOHUMHbIE. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOPbLIX pa3pellaeTcqa nposoanTb onepaunn be3 I/I,D,eHTVI(bVIKaLl,I/IVI nosnib3oBaTternd, a B
HEaHOHUMHbIX VID,eHTVId)VIKaLI,MFI nonb3oBaTens sBNsieTcsl 00s13aTenbHOMN.

Taike cnegyeT pa3nunyath 3MeKTPOHHblEe naTHble AeHbIM (PaBHbI FOCYAAPCTBEHHLIM BantoTam) u
3NEeKTPOHHble HedpmaTHble AeHbrM (He paBHbI rOCY4apCTBEHHbLIM BaroTam).

OcHoBHbIE COBEThI N0 6e30NacHO paboTe C SNEKTPOHHbLIMU AEHbraMu:

1. MNpuBsSXKKN K cHETY MOOUIbHBLINA TeNnegoH. 3To cambli YAOOHbINM 1 BbICTPLIN cNOCO6 BOCCTAHOBUTL
AocTyn K cyeTy. MpmBsA3aHHbIN TenedoH NOMOXET, ecnv 3abyaellb CBOW NNaTeXHbIN Naponb Unn
3angellb Ha calT C HE3HAKOMOrO YCTPONCTBA;

2. Ncnonb3yn ogHopa3soBbie naponu. [locne nepexoga Ha YCUIEHHYO aBTopuM3aumto Tebe yxe He
OyaeT yrpoxaTb ONacHOCTb KpaXun Unmn nepexsarta nnaTexXHoro napons;

3. Bbibepu cnoxHbin naponb. MpectynHukam 6yaet He NpoCcTo yragaTb CNOXHbINA Naposb.
HagexHble naponu - 3To naponu, KOTopble cogepxaT He MeHee 8 3HaKOB 1 BKMOYaloT B cebs
CTPOYHbIE U NPONMUCHbIE BYKBbI, LNAPbI U HECKONBKO CUMBOSIOB, TakUe Kak 3Hak gonnapa, dpyHra,
BOCKNULATENbHbIV 3HaK U T.n. Hanpumep, $tRONg!;;

4. He BBOOM CBOU NNYHbIE AaHHbIE HA CalTax, KOTOPbLIM HE AOBEPSAELLb.

ANEeKTPoOHHaA noyTa

OneKTpPoHHasA NoYTa - 3TO TEXHONOMMA N NPeaoCcTaBsieMble €10 YCIYr MO NEPECHISIKE U NOMAYyYEHUIO
3IEKTPOHHBLIX COOBLLEHNI, KOTOPLIE pacnpeanensioTca B KoMnbioTepHom ceTu. OBbIYHO
3NEKTPOHHBIV MOYTOBbIV ALWMK BbIMMSAUT CrieayiowmumM obpasom:
UMSA_Nonb3oBaTena@ums_aoMeHa. Takke Kpome nepegaydv npocToro TekcTa, MeeTcs
BO3MOXHOCTb nepegasaTb danrbl.

OcHoBHble coBeTbI Mo be3onacHou paboTe ¢ 3NEeKTPOHHOW MOYTON:

1. Hapo BbibpaTb NpaBusibHbIN NOYTOBLIN cepBUC. B nHTepHeTe eCcTb OrpoMHbBIN BbIGOp BecnnaTHbIX
MOYTOBbLIX CEPBUCOB, OAHAKO Ny4Lle JOBEPATb TeM, KOrO 3Haelllb 1 KTO NepBbI B PENTUHTE;

2. He ykasbiBay B NMYHON NoYTE NUYHYO MHApopMaumio. Hanpumep, nyyiwe Bbibpatb
"My3blkanbHbIi_paHat@" nunn "pok2013" BmecTo "temal3";

3. Vicnonb3yn aByxaTanHyo aBTopM3auunio. To Koraa noMMMOo Napons HY)KHO BBOAUTbL KOA,
npuceiaemeli no SMS;

4. Bbibepwn crioxHbl naponb. nga Kaxxgoro NoYTOBOro AlMka A0SMKeH ObiTb CBOW HaAEXHbIN,
YCTOMYUBBIM K B3MTOMY Naponb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTtb camMmomy CBOW JINYHbLIN BOIMpOC, VICI'IOJ'Ib3yl7I 3TY BO3MOXHOCTDb;

6. Acnosnb3yn HECKOMNbKO MOYTOBLIX ALWKMKOB. NepBbl ANa YacTHOM Nepenncky ¢ agpecatamu,



KOTOPbIM Tbl fOBEPsieLlb. TO 3NEKTPOHHbIA agpec He Haao MCMNOoNb30BaTb NPU PErncTpaumm Ha
dopymax 1 cantax;

7. He oTkpbIBan chansbl U gpyrne BNoXeHWsa B NMCbMax, Aaxe eCriv OHU NpULLNKM OT TBOUX Apy3en.
Jlyywie yTouHM y HUX, OTNPaBNANKM Nn oHW Tebe aTn dannsbl;

8. MNocne okoH4YaHMsA paboTbl HA MOYTOBOM CepBUCe nepen 3akpbiTUEM BKIAAKN C CAWTOM He
3abygb HaxaTb Ha "Bbiitun".

Knb6epbynnvHr nnu BUpTyanbHoe n3geBatenibCTBO

KnbepbynnuHr - npecnegoBaHne coobLeHnsamm, cogepxalimmm oCKkopbneHuns, arpeccutio,
3anyrmBaHue; XynmraHcTeo; counanbHoe 60MKOTUPOBaAHNE C MOMOLLbIO Pa3fMYHbIX MHTEPHET-
CEepBUCOB.

OcHoBHble coBeTbl N0 6bopbbe ¢ kKMbepObYNNMHIOM:

1. He 6pocawica B 6o. Jlyuwmnin cnocob: nocoBeToBaTbCA Kak cebsa BECTU U, €CNM HET TOro, K KOMY
MOXHO 06paTnUTbCA, TO BHa4ane ycnokomtbcs. Ecnu Tbl Ha4YHeLWb oTBeYaTb ockopbneHnsmMn Ha
ockopbeHNns, TO TONbKO eLle Bonblue pa3oXkeLlb KOH(NKT;

2. Ynpaenan ceoen knbeppenyTtaumen;

3. AHOHMMHOCTb B CETU MHUMaS. CyLIJ,GCTByIOT €rnocobbl BbIICHUTL, KTO CTOUT 3@ aHOHUMHbIM
AKKayHTOM;

4. He cTouT BECTM XynuraHckuin obpas BUpTyanbHON Xn3HW. IHTEpHET hmKcHMpyeT BCe TBOM
AEVNCTBMA U COXpaHseT ux. YaanuTb ux OyaeTt kpanHe 3aTpyaHUTENbHO;

5. Cobntogar cBOIO BUPTYarbHYK YeCTb CMOSoAy;

6. VIrHopupyn eanHuyHbIi Heratue. OgHOpa3oBble 0cKopbuTenbHble COOBLWEeHNS nyylle
urHopuposatb. OBbI4HO arpeccusi NpekpaLlaeTca Ha HavyanbHOW CTaauu;

7. baH arpeccopa. B nporpamMmmax obmMeHa MrHOBEHHbIMW COODLLIEHNAMM, B COLMANbHbBIX CETAX €CTb
BO3MOXHOCTb 6J'IOKVIpOBKI/I oTnpaBKn coobLeHnin ¢ onpeaeneHHbIX aapecos;

8. Ecnun Tl cBngeTenb knbepbynnuHra. TBOM 4eNCTBUS: BbICTYNUTb NPOTUB NpecneaoBaTens,
nokasaTtb emy, YTO ero 4eNCTBUS OLLEHUBAOTCA HEraTMBHO, NOAAEPXKATb XXEPTBY, KOTOPON HyXHa

ricuxosornyeckasi NoMoLLb, COOOLWNTb B3pOCIibiIM O (*)aKTe arpeccmBHOro noseageHNA B CeTu.

MobunbHbI TenedoH

CoBpeMeHHble cMapTdOHbI U NaHLWeTbl cogepxat B cebe BnonHe B3pochnbli OyHKUMOHAnM, n
Tenepb OHN MOTYT KOHKYpPUpOBaTb CO CTauMOHapHbIMKU KoMnboTepamu. OgHako, cpeacTs 3auTbl
ANs NOAO0BHbIX YCTPONCTB NOKa 0YeHb Marno. TecTupoBaHWe 1 NOUCK YA3BUMOCTEN B HUX
NPOUCXOQNT He Tak MHTEHCMBHO, Kak Ans MK, To xxe camoe kacaeTcs 1 MOBUIbHBIX MPUNOXEHUN.

CoBpemeHHble MOBWbHbIE Bpay3epbl yXKe NPakTUYeCcKn AOrHanm HacTosbHbIE aHanoru, ogHako
paclinmpeHune pyHKLUMoHana sreyeT 3a cobor 60nbLUY CIIOXKHOCTb Y MEHbBLUYHO 3aLLMLLEHHOCTb.

[aneko He BCe NPOU3BOAMUTESNM BbINyCKalOT 0OHOBEHUS, 3aKpbIBalOLLME KPUTUYECKNE YS3BUMOCTU
AN CBOMX YCTPOWCTB.

OcHOBHble coBeTbl Ang 6e3onacHoCTM MobuibHOro TenedoHa:

1. Huuero He siBnsieTcs no-HacTosiemy 6ecnnatHbiM. Byab ocTopoxeH, Beab koraa tebe
npeanaratoT 6ecnnaTtHbIi KOHTEHT, B HEM MOTYT BbITb CKPbITbI KaKue-To MraTHbIe YCNyru;



2. Qyman, npexage Yem otnpaButb SMS, ¢oTo nnm Buaeo. Tbl TOYHO 3HaeLWb, rae oHn 6yayT B
KOHEeYHOM utore?

3. Heobxoanmo o6HOBNATEL ONEpPaLMOHHYHO CUCTEMY TBOErO CMapTdoHa;
4. icnonb3yn aHTUBUPYCHbIE NPOrpamMMbl Ans MoOUbHbIX TeNedOoHOB;

5. He 3arpyxan npunoxeHusi 0T HEM3BECTHOrO UCTOYHMKA, BeAb OHN MOTYT cofepKaTb
BpeOoHOCHOE nporpaMMHoe obecneyeHue;

6. MNocne TOro Kak Tbl BblMAELb C canTa, rae BBOAWM NUYHYIO MHAOpMaLMIo, 3ainan B HACTPONKN
Gpaysepa n yganu cookies;

7. MNepuogunyeckn NpoBepsin, kakue NnaTHble YCryru akTUBMPOBaHbI HA TBOEM HOMEPE;

8. [laBai cBon Homep MOBMNbHOro TenedoHa TOMbKO JOASAM, KOTOPbIX Thbl 3HAELb U KOMY
AoBepseLlb;

9. Bluetooth gomkeH 6bITb BbIKMOYEH, KOr4a Tbl UM He nonb3yelbes. He 3abbiBan nHoraa
NnpoBepsiTb 3TO.

Online urpsbl

CoBpeMeHHble OHNaMH-UrPbl - 3TO KpacoyHble, 3axBaTblBaloLLMe pa3BrieveHusl, 0bbeanHsiowme
COTHM ThICSIY YENOBEK MO Bcemy Mupy. Mrpokn nccneayoT AaHHbIn MM MUp, obLiatTcs apyr ¢
APYroM, BbIMOMHSIIOT 3a4aHNsi, CPaXKaloTCA C MOHCTPaMK M NONy4YatoT onbIT. 3a YAO0BONbCTBUE OHM
nnaTsaT: NOKynarT AMCK, OnnadvMBaloT aboOHEMEHT UK NPUOGPETAIOT KaKMe-TO OMNuUMMU.

Bce aTn cpeacTtBa nayT Ha nogaepkaHve 1 pasBuMTUE UMpbl, a Takke Ha camy 6e3onacHoCTb:
COBEPLUEHCTBYOTCS CUCTEMbI aBTOPM3aLIMM, BbiNyCKaOTCS HOBblE NaTyn (LMdppoBble 3annaTtkv ons

nporpaMm), 3aKpbIBalTCSA YA3BUMOCTM CEpBEpOB.

B nogo6HbiIx nrpax CtonT onacaTtbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXu TBOEro naporns,
Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpU3aLnn OonbLUNHCTBA urp.

OcHOBHbIE cOBETLI N0 ©6e30MacHOCTU TBOErO UTPOBOr0 akkayHTa:

1. Ecnn gpyrow urpok BegeT cebs nnoxo unm cosgaet Tebe HenpuaTHOCTU, 3abnoknpymn ero B
CMUCKE UIPOKOB;

2. I'Io>|<any|?10;| aOMUHUCTPaTOopaM Urpbl Ha NMJ10Xoe noBegeHne 3Toro Urpoka, xXenateribHo
NPUNOXNTb Kakne-To Aoka3aTesibCTBa B BUAE CKPUHOB,

3. He ykasbiBan nu4Hyo nHdopmauuio B npodanne urpsbl;
4. YBaxau apyrux y4aCTHUKOB Mo urpe;

5. He yctaHaBnuBai HeouLManbHble Natim U Moapl;

6. Ncnonb3yi CroXHble U pasHble Naponu;

7. Naxe BO BpeMsi Urpbl HE CTOUT OTKIOYATb aHTUBMUPYC. [oka Tbl UrpaeLlb, TBOW KOMMNbIOTEP MOTYT
3apasuTb.



PULLMHI UNN KpaXka JIMYHbIX OAaHHbIX

OObI4HOM Kpaxewn geHer U OKYMEHTOB CErogHS yXXe HUKOro He YAMBULLb, HO C pa3BUTUEM
WNHTEPHET-TEXHOSOMI 3M10YMbILLITEHHUKM NEPEMECTUNIUCH B MHTEPHET, U NPOAOIKAKT 3aHUMATbLCA
"NobumMbIM" enom.

Tak nosiBunacb HOBas yrpo3a: MHTEPHET-MOLLUEHHNYECTBA Ui OULLIKHT, rMaBHas Lefb KOTOporo
COCTOUT B NOSTYyYEHUN KOHDMAEHUMANbHbIX AaHHbBIX NOMb30BaTeNen - NOrMHOB 1 naponen. Ha

aHrnnnckom a3blke phishing yntaetcs kak dpuwmHr (oT fishing - peibHas noens, password - naposnb).

OcHOBHbIE coBeTbl N0 6opbbe ¢ PULLUHIOM:

1. Cnegu 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa Oblna B3nomMaHa, To
Heobxoanmo 3abnokMpoBaTb €€ N COOBLWNTL agMUHUCTPATOpPaM pecypca 006 3TOM Kak MOXHO
ckopee;

2. Ucnonbayin 6e3onacHble Be6-caiiTbl, B TOM YXCIE, UHTEPHET-MArasuHoB 1 NOUCKOBBIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnun Tedsi B3nomatoT, TO
3M0YMbILLUSIEHHUKN NOoNyYaT JOCTYN TOMNbKO K O4HOMY TBOEMY NPOodunto B CETU, a HE KO BCEM;

4. Ecnn Tebs B3nomanu, To Heo6xo0ANMO NpeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpbIE
AobGaeneHbl y Tebst B py3bsiX, O TOM, YTO Tebs B3nomManu u, BO3MOXHO, OT TBOErO MMEHN byaeT
paccbinaTtbCa Cnam M CCbINIKM Ha PULLMHTOBLIE CalThl;

5. YcTtaHoBu HagexHbin naponb (PIN) Ha MOGUNbHbINA TeNedqoH;

6. OTkNoYM coxpaHeHue napons B Opaysepe;

7. He oTkpbiBan chansbl n gpyrne BNOXeHUa B NUCbMax, AaXe eCrii OHU NPULLNKW OT TBOUX ApPY3eN.
Jlydwe yTo4YHM y HMX, OTNPaBNANKM Nv oHK Tebe 3T hannsol.

LUndpoBasa penyrauus

Lindpposas penytaumsa - 3T0 HeratMBHasa unm noantueHas nHdopmauua B cetn o tebe.
KomnpomeTupyroLas nHpopmaums, pasMmeLLeHHas B UHTEPHETE, MOXET Cepbe3HbiM 00pasom
OTpa3nTbCA Ha TBOEW peanbHOM XunsHu. "Lincdposas penytauma” - 3To TBOW MMUAXK, KOTOPbIN
dopmupyeTcsa 13 nHgopmauum o Tebe B MHTEPHeTE.

TBOE MecCTO XuUTenbCcTBa, y4ebbl, TBOe (PUHAHCOBOE NONoXKeHNe, 0COGEHHOCTN XapakTepa U
pacckasbl 0 GNU3KUX - BCE 3TO HAKaNNMBaEeTCs B CETU.

MHorve NnogpoCTKM NErKOMbICIIEHHO OTHOCATCA K NyBrvkaunm nnyHon nHdopmauumn B IHTepHeTe,
He NOHMMas BO3MOXHbIX NOCNeACTBUI. Thl AaXe He CMOXeLlb 4oragatbCsl O TOM, YTO dooTorpadus,
pasmMelleHHas 5 neT Hasag, ctana NnpUYMHOM OTkasa NPUHATL Teba Ha paboTy.

KoMmmeHTapuu, pasmeLleHue TBoUX ooTorpaduin n gpyrue AencTsna MoryT He UCHE3HYTb Jaxe
rocrne Toro, Kak Tbl UX yaanuilb. Tbl HE 3Haellb, KTO COXpaHuI 3Ty MHdopmMaLuio, norara fiv oHa B
MOUCKOBbIE CUCTEMbI U COXPaHUIach N OHa, a rnaBHOe: YTO NoAyMaloT O Tebe OKpyXKatoLue MNau,
KOTOpble HangyT 1 yBuaaT a1o. Hantn nHdopmaumnio MHOMO fneT CrycTa CMoXeT nobon - Kak 13
A06pbIX NOBYXXAEHUI, TaK U C HAMEPEHNEM NPUYNHUTL Bped. OTO MOXET ObITb KTO YroAHO.

OcHoBHble coBeTbI Mo 3awmnTe UdpoBor penyTaumm:

1. MNogyman, npexae Yyem 4To-TO Ny6nukoBaTb U NnepeaasaTb Yy cebsi B 6nore nnm B coumanbHom
cetu;

2. B HacTponkax npouns ycTtaHoBM OrpaHMYeHns Ha NpoCMOTp TBOEro npoduns n ero



COLEePXMMOro, caenan ero Tonbko "ansa apysen”;

3. He pasmellan n He ykasbiBan MHGPOPMaLUUIO, KOTopas MOXeT KOro-nmbo ockopbnate unu
obuxartb.

ABTOpPCKOE npaBo

CoBpeMeHHbIe LLKOSNbHUKK - aKTMBHbIE Nonb3oBaTenu Lmdgposoro npoctpaHctea. OgHako ganeko
He BCEe 3HatoT, YTO NOMb30BaHNE MHOTMMK BO3MOXXHOCTSIMU LiMcppoBOro Mupa TpebyeT cobnogeHus
npaB Ha UHTENEKTYyanbHyt0 COGCTBEHHOCTb.

TepMuH "MHTennekTyanbHas cCOGCTBEHHOCTL" OTHOCUTCS K PasfiNYHbIM TBOPEHMSIM YENOBEYECKOIO
yMa, HauyMHas C HOBbIX M3006peTEeHUI 1 3HaKoB, 0603Ha4aloLLMX COOCTBEHHOCTb Ha NPOAYKTHI U
ycnyru, 1 3akaH4mMBasi KHAramu, potorpadunsimm, KMHopunbMammn 1 My3blKanbHbIMM
npon3BeaeHUsIMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTEeNNeKTyanbHylo COGCTBEHHOCTb Ha NPOM3BEAEHUS HAYKW,
nuTepaTtypbl U UcKyccTBa. ABTOPCKME NMpaBa BbICTYNakT B KAYECTBE rapaHTMM TOro, YTo
MHTENNEeKTyanbHbIN/TBOPYECKUIA TPy aBTopa He ByaeT HanpacHbIM, 4acT eMy CrpaBeAnmBble
BO3MOXHOCTW 3apaboTaTb Ha pe3ynbTaTtax CBOero Tpyaa, Nony4yuTb N3BECTHOCTb U MPU3HAHKE.
HukTo Ge3 paspelleHust aBTopa He MOXET BOCMPOM3BOANUTbL €ro NPOou3BeaAeHNe, PpacnpoCcTpaHsiTh,
nyGrMYHO AeMOHCTPMpOBaTb, NpoAaBaTh, MMNOPTUPOBATL, MyckaTb B NpokaT, NyGrnMYHO
UCMOSHATbL, NOKa3bIBaTL/UCMOSNHATL B 3chmpe unu pasmellaTs B VIHTepHeTe.

Mcnonb3oBaHme "nupaTtckoro” nporpaMMHOro obecneveHnst MoXXeT NPUBECTU K MHOTMM pUCKaM: OT
NnoTepW AaHHbIX K TBOMM akkayHTaM A0 6noKMpoBKM TBOEro YCTPOMCTBA, IAe yCTaHOBMNeHa
HeneranbHas nporpamma. He cTouT Takke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble U 6ecnnaTHble
nporpamMmmbl, KOTOPbIE MOXHO HANUTU B CETM.

[leTckmne besonacHble CanTbl

PeecTtp 6e3onacHbiXx obpasoBaTenbHbIX CAauTOB

[Nprnkas MuHUcTEpPCcTBa CBSA3M M MAaccoBbiX KOMMYHMKaLun Poccurckon Peaepaummn (MMHKOMCBSA3b
Poccun) ot 29 aBsrycta 2012 r. N 217 "O6 yTBEpXAEHUM NopsaaKa NPOBEeAEHNS SKCNEPTU3bI
MHdoOpMaLIMOHHOW NpoAYKLMK B Liensix obecnevyenns MHdopMaLuuMoHHo 6besonacHocTu aeten'.
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